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Al and Security — Hinder or Foster Each Other?

Overview

Risks and Challenges
posed by Al
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Risks and Challenges Posed by Al

Three Perspectives

Al as an Attack Tool Tricking Al Tricking Humans
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Automated, large-scale attacks Change the output or extract information Deepfakes created by generative Al
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Al as a Tool for Enhancing Security
Insights from Research

Software Analysis
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Helping human experts
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Intrusion & Threat Detection

Large-scale data analysis
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Balancing Risks and Benefits
New Dynamics in the Research Landscape

The areas of Al and IT security are no longer clearly
separated. Al for

Security
Current research is developing more and more

interfaces.

Regulations are needed — but with caution.
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